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avast! BackUp is a secure online backup and data recovery service.

Through the easy-to-use interface, you can select exactly which files you want to
back up and schedule a time for regular automatic backups of your data. avast!
BackUp retains a 30-day history of all backed up files to enable you to restore all
your files should they become damaged or lost, for example in the event of any
permanent damage to your computer.
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Any backed up files that you delete on your computer will be retained by avast!
BackUp for 30 days, so you will still have the opportunity to restore them. After 30
days, the backed up files will also be deleted.

avast! BackUp encrypts your data locally before it is sent to the avast! data center
over an SSL connection. Your backups are then stored in the avast! data center with
either 448-bit Blowfish or 256-bit AES encryption to ensure your data is protected.

In the event that you need to restore your files, you can use avast! BackUp to restore

them to your, or any other computer.

To secure your data with avast! BackUp client, just register at www.avast.com,
download and install the client, select the files you need to back up, and you're set to

go.



http://www.avast.com/
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Avast! BackUp is very easy to install. First, just download the installation file and
save it somewhere on your computer, where you will be able to locate it later. When
you are ready to install it, locate the file on your computer and double-click it.

The installation wizard will then start and will guide you through the rest of the
installation process.
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By installing this software you agree to the avast! BackUp
license agreement,

o View the license agreement
[[] Choose a different install location

I Next ] [ Cancel ]

By default, the program will be installed in your program files folder, but you can
specify a different location simply by checking the “Choose a different install location”
box. Then just click “Install” to continue:
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Once installed, you will see a new screen asking you to enter your license key.

\o) avast! BackUp Setup Wizard &J

Signln slovasts

License Key

Enter the license key provided to
you. Typically, the license key is

. . ) Email Address
delivered in an email.

riley@avast.com

You can find your license key in the email that was sent to you after you purchased
the software.

1 Inthe field, type or copy the license key that you received in
the email.

1 Inthe field, type the email address that received the email.

1 Click to sign in and proceed to the next step.

You will then be presented with a second screen where you can create login details
and your own personal password.

Once this is done, avast BackUp will connect to the online server and will
automatically scan your computer for files which are recommended to be backed up.
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The next screen will list all of the files that are recommended to be backed up,
grouped according to the file type.

) avast! BackUp Setup Wizard @

Summary e metf

You have a limit of 2,0 GB

To add or remove files, click the Settings button on the next screen.
How does avast! decide what to back up?

Backup Selection (531 files) 1,2 GB
Word Processing Documents (165 61,9 MB
IE Favorites (150 229 KB
=& Photos and Images (89 71 MB
Spreadsheets and Databases (58 53,8 MB
Other (70 1,1 GB

Your data will be protected with avast!'s standard encryption. change Encryption

Back ” Mext ] l Cancel

You have a total backup limit of 2GB, 25GB or 75GB, depending on the license
purchased. On the next screen you can open the settings where you will have the
option to remove any files that you do not want to back up, or to add any other files
that should be backed up.

This is particularly important if the total of the files to be backed up exceeds the
limit. In the settings you can add or remove files, or de-select one or more file types
until the total is within the permitted limit. If you proceed without deselecting any
files, your files will be backed up until the limit is reached and any files above the
limit will not be backed up.

You can also change the type of encryption used to send your data to the avast!
BackUp server by clicking on “Change Encryption” - see the next section,

”. For most users however, it is recommended to use the default
encryption.

Click Next to proceed with the backup of the recommended files, or to add or remove
any files.

The next page describes how to change the encryption that will be used, however, to
proceed with the default encryption, continue to page 8.
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Avast! BackUp encrypts your data before it is sent to the backup servers. While the
default encryption key is recommended, you can choose a different key to suit your
needs.

A Caution: If you select Use a private key, you are responsible for remembering
that key. If you forget your personal key, you will not be able to access your backed up
files when they are restored.

After you have set up avast! BackUp, you cannot later change the encryption being used
without reinstalling the program, and re-uploading all of your data.

@ Use Mozy's key with 448-bit Blowfish encryption (Recommended)
© Use a private key

Private Key
Mozy does not store or have access to your private key. If
48, Yyou lose your private key, you will be unable to restore your
files.
© Enter Key s
Import Key Browse...

[ OK ] { Cancel

Select the encryption method you want.

1. If you choose to use a private key, enter the key by copying or typing it into
the Enter Key field or by importing a key file using the Browse button next to
the Import Key field.

. Caution: If you lose your key, neither you nor avast! will be able to decrypt
your data.

2. Click OK when done.
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The next screen will tell you how much time it is estimated the back up will take.

The first backup may take a long time because all of your selected files must be
encrypted and then sent to the backup server. The time to complete the initial backup
depends on the how busy your computeris and the speed of your Internet
connection.

Future backups will be much faster because avast! employs incremental backups - in
other words, only files which are new, or which have changed will be re-encrypted and
sent again to the avast! BackUp server.

At this point, you can add or remove any files by clicking the “Settings” button. This
may reduce the amount of time needed for the backup, but more importantly, it
allows you to specify which files should or should not be backed up if the total of all
files exceeds the limit. This is described later in the section “Using the Settings
window”.

g -
) avast! BackUp Setup Wizard M

Setup Complete! Jo{ovasts
Estimated time for backup: 6 hours

Your initial backup takes a while. Future backups will take minutes. You can
continue to work on your computer while the backup is in progress.

To speed up your backup you can:

» Leave your computer on overnight.
« Click Settings and deselect some files.

You can change your Settings at anytime by
right-clicking the avast! BackUp icon in the

system tray.

Once you are satisfied that all the files to be backed up have been selected, and the
total is within the permitted limit, click “Finish”
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Once the backup is complete, a Status box will be displayed confirming the number of
files backed up, together with the Settings menu.

{ 3
) avast! BackUp - Status ﬂ

jégnuustf BackU

Files backed up 17 minutes ago Q Start
Files backed up 533 (12GB) | =’ Backup
Next scheduled backup Automatic

Last backup ran 16 minutes ago (paused). Details

[ Restore Files... | [ Settings ]

Both of these can be accessed at any time via the Windows Start button.

You can access the avast! BackUp settings at any time via the Start Menu, or by
right clicking the avast! BackUp icon in your system tray and then clicking “Settings”.

Here you can specify files or groups of files to be backed up, schedule a time for your
backups to be run, view a history of all previous backups and select any files that you
want to restore.

[ © avast! BackUp - Settings [E=SEET—x=)
=) = >
¥ (@
- ) i Lb =
! Welcome | Backup Sets File System Options History
,@tuvuslf BackUp Welcome to avast! BackUp

The following provides a brief overview of the avast! BackUp online backup senice

What is avast! BackUp? avast! BackUp is an online backup and recovery senvice that allows you to select
which files you want to back up. In the case of file corruption, accidental deletion, or
hardware failure, you may restore your backed up files to the original computer or to

How to restore files. another computer.
Please note that avast! BackUp is not a file sharing or archiving service. Because

avast! BackUp is intended as a backup solution, as you delete files fram your
computer they are also deleted from the Mozy data centers after 30 days

How to select files for backup.

Depending upon the size of your initial backup, it could take several days to complete
the first backup. However, once avast! BackUp has finished its initial upload of your
selected files, it only backs up the parts of the files that have changed since your last
successful backup.

Version: 2.6.8.0

Limit: 2,0 GB Used: 1,2 GB Remaining: 812,3 MB Files: 531
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The second tab, called “Backup Sets” enables you to specify particular groups of files
which should be backed up, for example, all word processing documents, all
spreadsheets and databases, or all photos and images.

&) avast! BackUp - Settings = | B i)
= = T
; = @ 4
= = i Ch = -
Welcome Backup Sets File System Options History Restore
Backup Set Files Size Name In Folder Size Type
[C]5 My Documents 0/4 981,9 MB
[7] [/ Email and Contacts (Outlook) 0/1 58,9 MB
[T]/5] word Processin g Documen! ts 0/156 55,0 MB
["]|=] spreadsheets and Databases 0/58 53,8 MB
[ 1= Presentations 0722 51,2 MB
[ J3 music 03 141 MB
[ "]/ Photos and Images 0798 7.6 MB
["1( 1 Firefox Favorites 013 3327KB
19 IE Favorites 0/19 30KB
»
Increase Limit | | | & Change settings that are currently unavaiable
Limit: 2,0 GB Used: 0 bytes Remainin g: 2,0 GB Files: 167

Once a particular file type is selected for backup, any new files of that type which are
saved on your computer are automatically included in the backup.

If you click on the name of a backup set listed in the left pane, all the files identified
and included in the backup set will be displayed in the right pane.

Some files may be listed for one or more backup sets that have not been selected.
This is because the files match some other selection criteria e.g. they have been
explicitly selected - see the next tab, the “File System” tab.

You can also create your own custom backup sets - just right-click on the left pane
and select “Add Backup Set”. You can set various rules to determine exactly which
files should be included or excluded. You can then additionally select this set to be
included in the backup.

Alternatively, to EXCLUDE this or any other backup set, first make sure that the box
“Show advanced backup set features” is checked in the “Advanced” tab under
“Options”. Then, edit the backup set by double-clicking it and check the box “Files
matching this set will be EXCLUDED from the final backup set”.

10
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In the third tab, you can specify individual folders or files to be backed up, rather than
the general file type:

r ‘
(D) avast! BackUp - Settings BN
= ~ ry
?— '-‘rﬁ \2 =

File System Options History Restore

Name In Folder Size Type Dat

] 3

< i
Increzse Limit | | B Change settings that are currently unavaiable

Limit: 2,0 GB Used: 0 bytes Remaining: 2,0 GB Files: 167
\

Any files selected (or deselected) here will also appear as selected (or deselected) in
their respective backup sets, and vice-versa.

When any folder is selected, all of its sub-folders are also selected.

Click on any folder to see all of the individual files displayed in the right pane. You can
then select or deselect individual files that you want to include or exclude from the
backup.

You can also add files to your backup list through Windows Explorer. Just right click
on the file or folder that you want to add and select “Add to avast! backups”
Note however that files can only be removed through the Settings Window.

11
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to your personal preferences.

In the sub-tab
your backups should be done:
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The third tab contains the more detailed settings, further split into 5 sub-tabs. These
settings enable you to customize how and when your backups are carried out,
however, in most cases the default settings should be sufficient.

sub-tab, you can set up various warnings and alerts according

you can specify the exact day and time when

) avast! BackUp - Settings

=Ancl X

= = > Ch >

Welcome Backup Sets File System Options History
General | Scheduling | performance | Local Backup | Advanced

@ Automatic (Perform backups when your computer is nat in use)
Automatic Parameters

60 =] Don'tbackupifthe CPU is over this % busy.

30 = Don'tback up unless the computer has been idle for at least this long
= {minutes).

1 [E Don'tbackup more than this many times per day.

® Scheduled (Perform badkups at a time of your choice)
Scheduled Parameters
Daily 0:00

1

] Temporarity suspend automatic and scheduled backups
(] Attempt automatic backup even when a network connection is not detected
Start automatic backups when the computer is running an battery power

&9
Restore

L4

Limit: 2,0 GB Used: 12,5 MB Remaining: 2,0 GB

Files: 167

You can adjust the Automatic Parameters to ensure that a backup does not start
unless various conditions are all met, e.g. the computer has been idle for at least

a specified period of time.

You can also specify exactly when the backup should start. You can select either
daily or weekly backups and the day and/or time when the backup should start.

Under this tab you can also temporarily suspend backups, or specify that backups
should start even if no network connection is detected or if the computer is

running on batteries.

You do not need to be logged in to Windows for your backup to start, however
your computer must be turned on, not in sleep/hibernation mode, and must be

connected to the internet.

12
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In the tab, you can adjust various parameters that affect the
speed of your backups (how much of your computer’s resources are dedicated
to encrypting and backing up your files), and how much of your bandwidth is
used for backups (by adjusting the throttling you can specify how much of
your bandwidth is used between certain hours).

The tab enables you to back up exactly the same files to a
drive which is attached to your computer. As a result, you will always have a
local copy of your last backup, which you can use immediately rather than
waiting for your files to be restored. In addition to the convenience, this
provides a second level of protection.

To set up a local backup, if you intend to use a removable drive for the
backups, such as a USB or external hard drive, first make sure it is connected.
Then just check the box “Enable local backup” and in the “Drive” field, select
the drive where you want your backup files to be stored.

Local backups are carried out simultaneously with your online backups, but are
completely independent of one another. If your online backup stops for any
reason, your local backup will continue. And if your local back up drive is
unavailable, your online backup will continue as scheduled. Your local backup
will be carried out as soon as the local drive is available again.

Unlike your online backup, the files which are backed up locally are not
encrypted so they can be accessed by anyone who has access to the local
drive. If you access your local backup files directly and delete any of them, it
will not be possible to use the local backup to restore those files. However, as
the online backup stores files for 30 days, they can still be restored from the
online backup.

The maximum size of the local backup is the same as the online backup limit.

In the tab, it is possible to further configure the software
according to your own personal preferences.

13
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In the fourth tab, you can see the history of your previous backups and restores, the
size of each, when it was run etc.

r Ny
3 avast! BackUp - Settings =S
= =
= = L o | & 2
== - L (=]
Welcome Backup Sets File System Options History Restore
Start Time Type Durati... | Result Fil... Size Files Enco.. SizeEnco.. Files Transfer..  Size Transferr...
090520111020 | Manual.. 00:00:04 | Paused by user 0 Obytes 0 0 bytes 0 0 bytes
09.05.2011 09:52 Initial D... 00:00:00 § Success 533 12GB 0 0 bytes 0 0 bytes
0905201109552 | Autom.. 00:27:22 | Success 533 1268 533 126G8 531 1,2GB
File Path PatchSize  Encoding.. TransferTi.. TransferRa.. OtherDetails
< I ' v
I Clear History I
Limit: 2,0 GB Used: 12,5 MB Remaining: 2,0 GB Files: 167
\

You can see details of all backups and restores, both online and local, but for local
backups, you will only see whether or not the backup or restore was successful.

For online backups and restores, you will see full details, including the number of files
backed up, the backup size etc.

By clicking on a particular backup or restore in the top pane, you can see a list below
in the bottom pane of all the files included in the backup or restore.

To clear the history, just click the “Clear History” button in the bottom-right corner.

14
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The final tab is the “Restore” tab.

2) avast! BackUp - Settings
1 BackUp - Setting = |5 S
= = >
- ) - O = hd
. = o [=F1
Welcome Backup Sets File System Options History Restore
earch for: II"sEarmAn ® SEan:hhyDatEI 5. 52011 @
-1 1% Computer = || Mame In Felder Size Type Dat
[ Drive (C:)
[] i Email and Contacts (Eudora)
«[] | Email and Contacts (Outlook Express)
-[] | Email and Contacts (Outlook)
«[] iy Email and Contacts (Thunderbird)
-[] i Financial Data

«[] g, Firefox Favorites
[ I, IE Favorites
[l Music
[k My Documents
]y OneNote Data
[] \§ Opera Favorites
[ i Palm Desktop
[] i Photos and Images

m

[[] |y Presentations
[] | Spreadsheets and Databases
[ | Video and Movie Clips
-] iy Visual Studio Projects ~ [ «T I ] »

) Overwrite existing files
Destination Folder: B = Restore Fil
I estnaton Foger ronse L-REnamE fle if it already exists estore Fles
& Change settings that are currently unavailable

Limit: 20 GB Used: 0 bytes Remaining: 2,0 GB Files: 167

This enables you to specify which files should be restored to your computer.

Unless you specify a different destination folder (in the bottom left corner of the
screen), files that are restored through the Restore tab are restored to the folders
they were in originally, at the time they were backed up.

You can restore a single file, several files or all of your files and you can choose
whether to restore the last backup, or an older version.

First of all, you need to decide whether you want to backup the most recent version
of your files, or a previous version. If you want to restore the most recent version,
select “Search All” and the most recent version of all your backed up folders and back
up sets containing all your backed up files will be displayed.

To restore from a backup made at a specific date and time, select “Search by Date”
then in the top right corner, choose the relevant date and time.

If you want to restore a specific file, you can search for it by typing its name, or part
of its name in the Search box to locate it.

Alternatively, by selecting any particular folder or backup set in the left pane, you can
see all of the backed up files in the right pane. You can then select or deselect the
files to be restored.

By default if the file name already exists on your computer, it will be preserved and

the restored file will instead be renamed. However you can change this by selecting
“overwrite existing file” and the existing file will then be replaced.

15
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Finally, click on “Restore files” and a new status window will open showing you the
progress of the files being restored.

Online Backup - Status
Restore in progress... ' Stop )
Transferring: replace_machine_8.jpg 8% 3¢ Restore
Files restored 65 ‘

How long will this take?
Files awaiting restore 901
[ Restore Files... | [ Settings.. |

Note: if you have previously backed up your files to a local drive and this drive is
connected to your computer, avast! BackUp will try to restore files first from the
local drive. Any files that cannot be restored from the local drive, for example if you
have selected to restore files which are not the most recent version, will be restored
from the avast! server.

This option allows you to restore a small number of files by simply right-clicking on
the relevant files in Windows explorer. This allows you to quickly restore one or more
files in the event of accidental loss, deletion or corruption. To restore more files
across multiple directories, use the Restore tab in the Settings Window.

To restore a file or a folder, first locate it on your computer using your Windows
Explorer.

If you want to restore all files in a folder, locate the folder then right-click a blank
area in the Windows Explorer window. If you want to restore a single file, right click
on the file and select “Restore Previous Version”.

A new window will open in which you can select the files available to be restored, or
the previous versions of the selected file.

16
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Select the files, or file versions you want to restore, then right click on the selected
files and select either:

i Restore - to restore the files or folders to the same location. If the filename
already exists, you will need to further specify whether to rename the
restored file, overwrite the existing file, or cancel the restore, or

1 Restore to - to restore the selected files and folders to a specified location.
Browse to the location where you want the restored files to be saved and
click “save”.

The status window will then open showing you the progress of the files being
restored.

This is very similar to the right-click restore described above.

First locate the virtual drive e.g. a network folder in your Windows Explorer and
navigate to the files or folders that you want to restore. You may need to select
from a range of available dates and times of backed up files.

Select the folder or files that you want to restore, then right-click on the folder or
files and select “Restore”. If a file of the same name already exists, you will need to
further specify whether to overwrite the existing file or rename the restored file. If in
doubt, choose the option to rename the file.

The status window will then open showing you the progress of the files being
restored.

17
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You can use the avast! BackUp Web Restore feature to restore your files to another

computer if your original computer is lost, damaged, or stolen. You can also use it to
restore your files if you have:

1 Upgraded or reinstalled your operating system
1 Upgraded or installed a new hard drive
1
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